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Zasady prijatelného vyuZivani HPC technologii IT4lnnovations -
AUP

1 Uvod

IT4Innovations narodni superpocitacové centrum (IT4l) poskytuje
HPC technologie svym uZivatellm z verejné i komercni sféry. Mezi
tyto technologie patfi: vypocetni kapacity, softwarové knihovny a
nastroje véetné licenci, kapacita datovych uloZist, a expertiza v
HPC oblasti. U¢elem tohoto dokumentu je definovat pravidla
ohledné pristupu k témto technologiim, jejich vyuzivani a
zabezpeceni.

2 Definice pojmu

e Batch systém: Davkovy systém pouzivany k planovani a
spousténych vypocetnich uloh na vypocetnich prostfedcich. V
soucasné dobé je v centru IT4l pouzivan systém PBS Pro.

e HPC technologie: vypocetni kapacity, softwarové knihovny a
nastroje véetné licenci, kapacita datovych uloZist, a expertiza v
HPC oblasti.

e HPC systémy: Souhrn prostfedkd uréenych pro High
Performance Computing. Patfi sem vSechny vypocetni systémy
IT4l a jejich podpurna infrastruktura.

e IT4l: IT4Innovations narodni superpocitacové centrum, VSB-
TUO.

* Heslova fraze: Heslo nebo celd fraze (véta) pouzitd k ochrané
privatniho klice. Heslova fraze se pouziva k Sifrovani a desifrovani
klice. Musi byt za vSech okolnosti chrdnéna a nesmi byt nikomu
jinému poskytnuta.

e Projekt: Soubor ¢innosti vedoucich k dosazeni cilt planovanych
v projektové Zadosti a schvélenych hodnotici komisi (pro udéleni
pfistupu k vypocetnim prostfedkdm IT4l). Kazdy projekt ma
jedinecny identifikator, ktery se pouziva k jeho propojeni

s prislusnymi uZivateli (FeSiteli projektu) a vypocetnimi prostiedky
k pfitazeni projektu k uZivatelim a vypocetnim prostredkim.

¢ Vedouci projektu (PI): Osoba odpovédna za feseni projektu a
naplnéni planovanych cild.

e Privatni kli¢: Soukroma c¢ast Sifrovaciho klice, ktera se spolu s
jeho verejnou ¢asti (vefejnym klicem) pouziva k Sifrovani a
desifrovani informaci béhem ovérovani pristupu k vypocetnim
prostiedklm IT4l a je nezbytny pro ziskani pristupu. Kli¢ musi byt
chranén sifrovanim, aby jej nebylo mozné zneuzit v pfipadé, Ze se
dostane neopravnéné osobé.

¢ Systémové heslo: Jednotné heslo zajistujici ovéfeni autenticity
uzivateld pfi pFistupu k rGznym sluzbdm IT41. Musi byt za vSech
okolnosti chranéno a nesmi byt nikomu jinému poskytnuto.

e UzZivatel: Osoba, kterd ma vytvoreny uzivatelsky ucet pro
pristup k vypocetnim prostfedkim IT4l.

e Uzivatelsky ucet: Ucet pfifazeny uZivateli k pFistupu a vyuZiti
vypocetnich zdroji poskytovanych IT4l.

3 Pouziti HPC technologii

Pocitace, software, UloZné kapacity a systémy pro komunikaci
poskytované IT4l musi byt pouZity pro Gcely souvisejici s
rozsahem schvéleného projektu. PouZivani zdroju IT4l pro osobni
nebo nesouvisejici ¢innosti je zakazadno. Jakékoli zneuziti nebo
neopravnény pristup jsou rovnéz zakdzany a mohou byt dlivodem
k podani trestniho oznameni nebo k zahajeni civilniho soudniho
fizeni.

Kazdy uZzivatelsky ucet v informacnim systému IT4l je provazan
s jednim konkrétnim uZivatelem. UZivatelé maji zakazano sdilet
ucty s kymkoli jinym.

Acceptable Use Policy of HPC Resources at IT4lnnovations -
AUP

1 Introduction

IT4Innovations National Supercomputing Center (IT4l) provides
HPC resources to its users from both public and commercial
sectors. These resources include: computational resources,
software libraries and tools including licences, data storage
capacity as well as HPC expertise. The purpose of this
document is to define the rules and terms governing
acceptable use and security of these HPC resources, including
access to them.

2 Definition of terms

e Batch system: The batch system is used to schedule and
execute computational tasks of users and to allocate
computational resources necessary to complete these tasks.
Currently, the PBS Pro system is being used at IT4l.

e HPC resources: computational resources, software libraries
and tools including licences, data storage capacity as well as
HPC expertise.

e HPC systems: Complex of systems dedicated to High
Performance Computing. These include all IT4l computing
clusters and their support infrastructure.

¢ IT4l: IT4Innovations National Supercomputing Center

e Passphrase: A password or an entire phrase (sentence) used
to protect the private key. The passphrase is used to encrypt
and decrypt the key. It should be kept secret at all times and
should not be disclosed to anyone.

e Project: A set of activities and efforts to achieve aims and
objectives included in the project application and approved by
the IT4l access evaluation committee. Computational resources
at IT4l are allocated to Projects. Every project is given a unique
identifier, which is used to associate a particular Project with
its respective Users (Project Investigators) and computational
resources.

¢ Primary Investigator (PI): A person responsible for
implementing a respective Project in order to achieve
approved aims and objectives.

¢ Private Key: A file containing the private part of the key pair.
The private key along with its public part is used to encrypt
information exchanged during authentication to IT4l HPC
systems and is essential for obtaining access. The key must be
protected by encryption, so that it is useless in the case it falls
into unauthorized hands.

e System password: A central password providing
authentication of Users to various services at IT4l. It should be
kept secret at all times and should not be disclosed to anyone.
eUser: A person holding a user account at IT4l.

eUser account: An account assigned to a user to access and
utilize the computational resources provided by IT4l.

3 HPC resources use

Computers, software, data storage, and communications
systems provided by IT4l are to be used for purposes
associated with and within the scope of the approved Project.
The use of IT4l computational resources for personal or non-
related activities is strictly prohibited. Any misuse or
unauthorized access is prohibited and may be subject to
criminal or civil proceedings.

Each user account registered in the T4l Information System is
for the exclusive use of the individual user named in the
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Vsichni uZivatelé jsou povinni chranit svij privatni kli¢ pred
zneuzitim nebo kradezi Sifrovanim pomoci silného hesla o délce
nejméné 8 znak(. Toto heslo musi byt udrzované v tajnosti,
nesmi byt uchovavano nechranéné v prostém textu, prendseno v
prostém textu ani zpfistupnovano komukoli jinému.

Vsichni uzivatelé jsou povinni chranit své systémové heslo.
Systémova hesla musi byt udrZovana v tajnosti, nesméji byt
uchovavana nechranéna v prostém textu, pfenasena v prostém
textu ani zpfistupfiovana komukoli.

UZivateldim je zakazdno ménit nebo obchazet kontrolu pfistupu
tak, aby mohli sami nebo i jini provadét ¢innosti nad ramec
pridélenych opravnéni, rovnéz je zakazano se pokouset ziskat
pfistupové informace neopravnénymi prostredky.

Jakmile uZivatelé zjisti, Ze néktery z G¢td pouZitych pro pfistup k
prostfedkim IT41 byl ohroZen (vyzrazené heslo, zneuziti apod.),
jsou povinni okamZzité informovat IT4l emailem na

support@it4i.cz .

UzZivatel je povinen hlasit kazdou zjisténou zranitelnost
v systémech HPC nebo jakékoliv podezfeni na ohrozeni
bezpecnosti dat.

Zaméstnanci a uZivatelé 1T4l jsou povinni fesit, chranit a ihned
hldsit zneuZiti a trestnou ¢innost spojenou s uzivanim HPC
technologii 1T4I.

UZivatelé maji zakdzano provadét vypocetné naroc¢né ulohy (na
pamét, CPU nebo | / O zapis a ¢teni) mimo batch systém.

UZivatelé nesmi umysIné omezovat pfistup k vypocetnim
prostiedkim jinym uZivateldm.

4 Pouziti softwaru

Veskery software pouzivany v pocitacich IT4l musi byt pofizen a
pouzivan v souladu s pfislusnou licen¢ni smlouvou. Vlastnictvi,
pouzivani nebo prenos nelegalné ziskaného softwaru je
zakazano. UZivatelé nesméji kopirovat, ukladat ani prenaset
software chranény autorskymi pravy, s vyjimkou pfipadd, kdy to
dovoluje vlastnik autorskych prév.

UZivatelé nesméji GmysIné zavadét nebo pouzivat skodlivy
software, jako jsou pocitacové viry, trojské koné, cervy, back
doors, spyware, skodlivé exploity, atd.

UZivatelé nesméji zpétné rekonstruovat informace nebo
software, k nimz nejsou opravnéni. To zahrnuje kromé jiného
provadét jakékoli reverzni inZzenyrstvi softwaru nebo firmwaru,
jez jsou k dispozici na vypocetnich prostiedcich T4l a jsou
chranény autorskymi pravy.

5 Vyuziti dat

Autofi / plivodci / vlastnici informaci nebo Gdajd jsou
zodpovédni za jejich spravné zarazeni do kategorie citlivych
nebo necitlivych. Vlastnici citlivych informaci jsou zodpovédni za
bezpecné zachazeni, pfenos, zpracovani, ukladani a likvidaci v
systémech IT4l. IT4Innovations dirazné doporucuje pouzivat k

account application. Users are prohibited to share accounts
with anyone.

All users are required to protect their private key against
misuse or theft by encryption using strong passphrase of at
least 8 characters. The passphrase must be kept secret, must
not be stored unprotected in plain text, transmitted in plain
text, or made available to anyone.

All users are required to protect their system password. System
passwords must be kept secret, must not be stored
unprotected in plain text, transmitted in plain text, or made
available to anyone.

Users are prohibited from changing or circumventing access
controls to allow themselves or others to perform actions
outside their authorized privileges as well as attempt to receive
access information by unauthorized means.

Users must notify IT4l immediately via email address
support@it4i.cz when they become aware that any of the
accounts used to access the IT4l resources have been
compromised (disclosed password, misuse, etc.).

The user is obliged to report any detected vulnerabilities in HPC
systems or any suspected data security threat.

IT41 personnel and users are required to address, safeguard
against, and immediately report misuse, abuse, and criminal
activities related to the use of IT4l HPC technologies.

Users are prohibited from executing computationally intensive
(intensive in terms of memory, CPU or /0O load) tasks outside
the batch system.

Users may not deliberately interfere with other users accessing
system resources.

4 Software use

All software used on IT4l computers must be appropriately
acquired and used according to the appropriate software
license agreement. Possession, use, or transmission of illegally
obtained software is prohibited. Likewise, users shall not copy,
store, or transfer copyrighted software, except as permitted by
the owner of the copyright.

Users must not intentionally introduce or use malicious
software such as computer viruses, Trojan horses, worms, back
doors, spyware, harmful exploits, etc.

Users are not allowed to reconstruct information or software
for which they are not authorized. This includes, among others,
performing any reverse engineering of copyrighted software or
firmware available within IT4l computational resources.

5 Data use

Authors/generators/owners of information or data are
responsible for its correct categorization as sensitive or non-
sensitive. Owners of sensitive information are responsible for
its secure handling, transmission, processing, storage, and
disposal on the IT4l systems. IT4Innovations strongly
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ochrané dat pred neopravnénym pristupem uc¢inné a
nekompromitované Sifrovani.

Systémy IT4l poskytuji ochranu pro zachovani ddvérnosti,
integrity a dostupnosti uzZivatelskych dat. Opatreni zahrnuji
dostupnost oprdvnéni k soubortim, archivacni systémy a
kontroly parity a CRC pfi prenosu a ukladani dat, jakoz i dalsi
technické a organizacéni prostfedky. V kone¢ném disledku je
vsak odpovédnosti uZivatele, aby vhodné nastavil kontroly
pristupu k datdm.

V pripadé selhani systému nebo ucinku skodlivych akci, nedava
IT41 Zadnou zaruku na ztrdtu nebo vznik neopravnéného
pristupu k datim, ke kterym muzZe pristupovat jina osoba. Za
zajisténi odpovidajici Urovné ochrany, zdlohovani a kontroly
integrity svych kritickych dat a programu jsou odpovédni
uzivatelé.

UZivatelim je zakazano provadét neautorizovany pfistup k
datlm nebo provadét neopravnéné akce za ucelem umysiné
Upravy nebo odstranéni informaci nebo program( nebo jejich
zneufziti.

6 Uzivatelské ucty, informace a ukonceni

UzZivatelé i vedouci projektu (Pl) musi neprodlené informovat
IT4l o vSech zménach ve svych kontaktnich informacich (e-mail,
vztah k zaméstnavateli apod.). Aktualizované udaje musi byt

zaslany na support@itdi.cz .

UZivatelé mohou byt pfifazeni k projektu anebo odstranéni na
zakladé zadosti Pl. Uzivatelé, ktefi nejsou zaméstnanci IT4l a
nebyli pfifazeni k Zzadnému aktivnimu projektu déle nez 1 rok,
budou z informacniho systému IT4l vymazani a v pfipadé
potieby, budou muset pozadat o opétovny pfistup
prostiednictvim Zadosti PI.

7 Povinnosti Vedouciho projektu

Pl odpovida za realizaci projektu, opravnuje uZivatele k ucasti na
projektu a vyuziti HPC technologii za i¢elem dosazeni ciltl
projektu.

Pl souhlasi s tim, Ze bude podrobné informovat o vysledcich
projektu. Za vSechny projekty musi vyplnit zavérecnou zpravu a
dalsi zpravy podle potreby.

Pl zajisti, aby vsichni uZivatelé — ¢lenové jeho projektového tymu
vyplnili dotaznik spokojenosti.

Pl souhlasi, Ze zajisti, aby vSechny vyzkumné a vyvojové (VaV)
vysledky, k jejichz dosaZzeni bylo vyuZito HPC zdroja
IT4Innovations, obsahovaly nasledujici podékovani: Tato prace
byla podpofena Ministerstvem skolstvi, mladeze a télovychovy
Ceské republiky prostfednictvim e-INFRA CZ (ID:90140). Viechny
tyto VaV vysledky musi byt rovnéz registrovany v informacnim
systému pro uZivatele IT4lnnovations https://extranet.it4i.cz/-
portal/feedbacks/publications.

Soucasné se na PI, ktery je zaméstnancem nebo studentem
subjektd sidlicich v Ceské republice, vztahuje povinnost
stanovena novelizaci zékona 130/2002 Sb., podle které musi byt
pfi odesilani VaV vysledkl do databaze RIV tyto navazény na
financni zdroj e-INFRA CZ. Navazani na e-INFRA CZ je mozné
provést prostiednictvim informacniho systému vasi domovské
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recommends use of effective and uncompromised encryption
to protect the data from unauthorized access.

The IT4l systems provide protections to maintain the
confidentiality, integrity, and availability of user data. Measures
include the availability of file permissions, archival systems, and
parity and CRC checks on data paths and files, as well as other
technical and organizational means. However, ultimately it is
the user’s responsibility to set access controls appropriately for
the data.

In the event of system failure or malicious actions, T4l gives no
guarantee against loss of data or unauthorised access to user’s
data that can be accessed, changed, or deleted by another
individual. It is the user’s responsibility to ensure the
appropriate level of protection, backup and integrity checks on
their critical data and programs.

Users are prohibited from attempting unauthorized access to
data or unauthorized actions to intentionally modify or delete
information or programs.

6 User accounts, information, and termination

Users and the Project Investigator (PI) should promptly inform
IT4l of any changes in their contact information (e-mail,
affiliation, etc.). Updates should be sent to support@it4i.cz .

Users may be attached to a Project upon request of the
respective Pl. Similarly, users may be detached from a Project
upon request of the respective PI.

Users who are not affiliated with 1T41 and have not been
attached to an active Project for more than 1 year will be
deleted from the system and will need to reapply to regain
access via request of the respective PI.

7 Responsibilities of the Primary Investigator

The Pl is responsible for executing the Project, authorizing
Users to participate on the project, and utilization of the HPC
resources in order to achieve the Project’s aims and objectives.

The Pl agrees to provide reports detailing the Project’s
accomplishments. All Projects must complete a closeout report
and other reports as requested.

The Pl shall ensure that all users —i.e., the project participants
complete a satisfaction questionnaire.

The Pl agrees to ensure that all publications or other outputs
that involved the use of IT4l resources contain the following
acknowledgment: This work was supported by the Ministry of
Education, Youth and Sports of the Czech Republic through the
e-INFRA CZ (1D:90140). All such publications have to be
registered at https://extranet.it4i.cz/portal/feedbacks/-

publications.

Furthermore, pursuant to the Amendment to Act No. 130/2002
Coll., the PI, who is an employee or a student of an entity
residing in the Czech Republic, is obligated to link the R&D
results sent to the RIV (Information Register of R&D results) to
the financial source e-INFRA CZ. Link to e-INFRA CZ can be done
via your home organization’s information system used for
centralized collection and export of R&D results to RIV (e.g.
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organizace, ktery vyuzivate pro centralizovany sbér a export VaV
vysledk( do RIV (napf. OBD). Blize o téchto povinnostech viz
https://www.it4i.cz/pro-uzivatele/povinnosti-uzivatele.

PI musi neprodlené IT4l ohlasit pfipady, ve kterych néktery
uzivatel — ¢len projektového tymu projekt opusti nebo by jeho
dalsi Gcast na projektu mohla ohrozit bezpecnost informaci.

8 Protipravni vefejna podpora

Poskytovani vypocetnich zdroju se fidi predpisy obsazenymi ve
sdéleni Komise (Evropské unie) ,,Ramec pro statni podporu
vyzkumu, vyvoje a inovaci“ pod ¢islem 2014 / C 198/01
http://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A52014XC0627%2801%29 (dale
jen ,ramec”), zejména, nikoli vSak vylucné, ¢lanek 2.2.2 Ramce.

Vsechny strany uznavaji, Ze IT4l je zavazano dodrZovat Ramec a

jednat v souladu s R&mcem. Poskytovani vypocetnich zdrojd na

superpocitac tedy nesmi predstavovat verejné financovani nebo
statni podporu, kterd neni v souladu s pravnimi predpisy.

9 Odpovédnost uzivatele
Uzivatelé odpovidaji za své ¢iny a mohou byt podrobeni
prislusSnym spravnim nebo pravnim sankcim.

ZneufZiti zdrojt IT4l nebo nedodrzZeni zde uvedenych zasad
prijatelného pouziti mize vést k doCasnému nebo trvalému
zablokovani GctQ, ztraté alokaci a spravnim nebo pravnim
ukondm.

10 Zpracovani osobnich udajt

IT4Innovations si vyhrazuje pravo sledovat vSechny ¢innosti na
svych systémech. Udaje jsou shromazdovany za Géelem
porozuméni typickym vzorcim chovani uZivatel( systému, aby
se dale zlepsily sluzby poskytované ze strany IT4l.

Podrobné informace o zpracovani osobnich Gdajd v souladu s
Nafizenim Evropského parlamentu a Rady (EU) 2016/679 o
ochrané fyzickych osob jsou verejné na strankach
https://www.it4i.cz/pro-uzivatele/zpracovani-osobnich-udaju-
pro-uzivatele-hpc .

Vice o zpracovani osobnich udaju Ize nalézt dale na webovych
strankéach univerzity https://www.vsb.cz/cs/o-univerzite/uredni-
deska/ochrana-osobnich-udaju/ .

11 Odmitnuti zaruky

PrestoZe jsou HPC systémy IT4l navrzeny jako vysoce dostupné,
robustni a bezpecné, jsou uzivatelim poskytovany bez jakékoli
zaruky nebo zavazku. IT4l nepfijima zadnou odpovédnost za
spusténi kddl a vyuzivani sluzeb, ani za spravnost nebo Uplnost
ziskanych vystupd a vysledkd, pokud neni dohodnuto jinak.

byt konkrétni polozky téchto zdsad neplatné.

12 Omezeni pouZitelnosti

Zde uvedené zdsady mohou byt podfizeny smlouvé nebo jinému
vyssimu dokumentu, ktery upravuje vztahy mezi uZivatelem a
IT4Innovations. V pripadé, Ze takovy dokument existuje, mohou
byt konkrétni polozky téchto zasad neplatné.

OBD). For more information, see https://www.it4i.cz/en/for-

users/users-duties .

The Pl agrees to report to the T4l when a project member
leaves the Project or his further participation in the project
could compromise the security of information.

8 Unlawful State aid

The provision of computational resources is governed by
regulations contained within the Communication from the
Commission (of the European Union) “Framework for State aid
for research and development and innovation” under No.
2014/C 198/01 http://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A52014XC0627%2801%29
(hereinafter as “Framework”), especially but not exclusively
Article 2.2.2 of the Framework.

All parties acknowledge that the IT4l undertake to adhere to the
Framework and act in accordance with the Framework.
Therefore, provision of computational resources per
supercomputer must not constitute unlawful public financing or
unlawful State aid.

9 User accountability
Users are accountable for their actions and may be held
accountable to applicable administrative or legal sanctions.

Misuse of IT4l resources or noncompliance with the Acceptable
Use Policy can lead to temporary or permanent disabling of
accounts, loss of allocations, and administrative or legal actions.

10 Personal information agreement

IT4Innovations reserves the right to monitor all activities on its
systems. Users acknowledge that data regarding their activity
on the IT4l systems will be collected.

Detailed information on the processing of personal data in
accordance with Regulation (EU) 2016/679 of the European
Parliament and of the Council on the protection of individuals is
public on https://www.it4i.cz/en/for-users/personal-data-
proccessing-for-hpc-users .

More about the processing of personal data can be found on the
University's website https://www.vsb.cz/en/university/official-
notice-board/processing-of-personal-data/.

11 Warranty disclaimer

Although designed as highly available, robust, and secure, the
IT4l’s HPC systems are provided to our users without any
warranty or commitment to a particular service level. IT4l
accepts no responsibility for the performance of the codes and
services or for the correctness or completeness of the outputs
and results obtained.

12 Limitations to applicability

This policy may be subordinate to a contract or other higher
level document governing relations between the user and
IT4lnnovations. In case such a document exists, particular items
of this policy may be void.
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